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How to unobtrusively 
establish a secure 
communication 
channel among 
ad-hoc mobile devices 
based on ambient audio 

We use audio fingerprints [6,7] to establish a 
common secret at remote devices. 
Remote devices take a synchronised audio 
recording (6 sec) and derive audio fingerprints
for this sample.
However, fingerprints of devices in the same
room still differ in about 10%-30% (cf. Fig. 2) 

Fig. 1: Device sets grouped by context

How to obtain
identical bit 
sequences for
device pairing
from these 
fingerprints Fig. 2: Similarity in fingerprints for synchronised

and non-synchronised recordings

Fuzzy cryptography to correct bits in fingerprints.
 Reed Solomon error correction for arbitrary 

Hamming-distance 
Among devices, 
only the distance

 of a fingerprint to 
an arbitrary
codeword is 
transmitted 

We applied the fingerprint method of [6,7] with 44100Hz recordings of 6.375 sec split into 17 
non-overlapping frames of 0.375 sec. Frames are divided into 33 freq. bands from which a 512  
bit fingerprint is generated. 
We sampled 25 sounds (clap, snip, speak, whistle, 
music - 5 samples each). These are recorded by 2  
2 microphones in various distances.
 

Entropy is tested by the dieHarder set of statistical tests [10] (p-value of a random sequence) 
We applied all 24 statistical tests on 480 bit fingerprints. In 7490 test-batches of 100 repeated 

Fig. 3: Error correction by fuzzy cryptography

Fig. 4: Experimental setup to record several audio samples

Fig. 5: Proportion of sequences passing a test Fig. 6: Histogram plot (RGB Bit Distribution test)

applications of one specific 
test, only 173 batches (2.31%)
resulted in a p-value of less 
than 0.05. Each statistical test 

was repeated at least 70 
times. 

P-values are calculated 
according to the statistical 

test of Kuiper [11].  


