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Project title
Implicit situation awareness of a wireless sensor network utilising channel quality estimations

Interaction with the supervisor
Professor Ji is organising weekly group meetings to which I regularly attend. Additionally, Professor Ji is  
helping me very much with various other things ranging from scientific advices, support of student authors to 
attend  international  conferences  or  support  for  inclusion  of  my research  topics  with  the  NII  internship  
program to general information about science in Japan. There is also active discussion of my research topics  
with members of the group.

Professor  Ji  was a  reviewer  for  the  ReSyS Workshop in  conjunction  with  ARCS which  I  co-organised 
(http://www.nii.ac.jp/jeisec/resys/workshoporganizers.html) and has invited me to the TPC of the GlobeCom 
wireless network symposium (http://www.ieee-globecom.org/techcommittee.html). 

We have further cooperated in several publications since September 2011. Namely, we presented a poster at 
Context 2011 (26-30.09.2011) and two talks at MobiQuitous 2011 (6.-9.12.2011). Furthermore, a work-in-
progress paper was accepted at PerCom 2012 (19.-23.3.2012). We also submitted two papers to Transactions  
on Mobile computing and  one to ISWC 2012 (under review).

Visit of Japanese institutions (September to December 2011)
From September 2011 to December 2010 I did not visit any Japanese Institutions other than NII.

Participation in workshops and seminars (September to December 2011)
I attended the 8th International ICST Conference on Mobile and Ubiquitous systems (MobiQuitous 2011) in 
December  2011,  and  the  13th  International  Conference  on  Ubiquitous  Computing  (UbiComp  2011)  in 
September 2011.

I organised the 3rd workshop on Context Systems Design and Evaluation (CoSDEO 2011) in December 2011. 
Furthermore, I am a co-organiser of the first workshop on Resilient Cyber-physical SystemS (ReSyS 2012, 
http://www.nii.ac.jp/jeisec/resys/), of the first workshop on recent advances in behaviour prediction and pro-
active  pervasive  computing  (AwareCast  2012,  http://www.ibr.cs.tu-bs.de/dus/Awarecast/)  and  of  the 
Workshop on AI Problems and Approaches for Intelligent Environments (in conjunction with ECAI 2012, 
workshop proposal approved). 

Publications and progress report
The research on the project  `Implicit  situation awareness of a wireless sensor network utilising channel  
quality estimations` was officially started in December  2010.  Preliminary studies were undertaken since 
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about autumn 2010. The current progress is focused on context classification from RF channel measurements 
and  audio  based  secure  channel  provisioning.  With  the  studies  submitted  to  Transactions  on  mobile 
computing and ISWC 2012, the corresponding workpackages can be considered as completed.

I have thus continued the work on a vector-based context representation in a network of distributed nodes. 

Situation awareness based on channel measurements

Studies  on  the  general  feasibility  of  classifying  situations  based  on  channel  measurements  have  been 
conducted. In particular, with the help of software defined radios\footnote{http://www.ettus.com}, channel 
fluctuations could be visualised and analysed.  The noise figure,  the signal amplitude, the frequency and 
variance of amplitude changes over a fixed time window as well as the energy on predefined frequency 
bands have been considered as features for situation classification. With these features it was possible to  
detect ongoing phone calls, presence of individuals and movement in a room. Furthermore, estimations on 
the position of people in a room, the person count and also detect simple activities such as walking, sitting or  
standing could be made. As of December 2011, we were also able to greatly improve the detection accuracy 
for the activities walking, standing, crawling, lying due to the utilisation of other features.

These  results  have  been  submitted  to  the  following  two  events  (submissions  that  fall  into  the  period  
September 2011 to December 2011 are marked bold):

1. Stephan  Sigg,  Markus  Scholz,  Yusheng  Ji  and  Michael  Beigl:  Active  and  Passive  sensing  of  
activities from amplitude-based RF-features in device-free recognition systems, Submitted to IEEE 
transactions on Mobile Computing (TMC) (Submitted January 2012)

2. Markus Scholz, Stephan Sigg, Hedda Schmidtke and Michael Beigl: Challenges for device-free  
radio-based activity recognition, in Proceedings of the 3rd Workshop on Context Systems Design  
Evaluation and Optimisation (CoSDEO), 2011 (December 2011)

3. Markus  Scholz,  Stephan  Sigg,  Dimana  Shihskova,  Georg  von  Zengen,  Gerrit  Bagshik,  Toni 
Guenther, Michael Beigl and Yusheng Ji: SenseWaves: Radiowaves for context recognition, in Video 
Proceedings of the 9th International Conference on Pervasive Computing (Pervasive 2011),  July 
2011

4. Markus Reschke, Johannes Starosta, Sebastian Schwarzl, Stephan Sigg: Situation awareness based 
on channel measurements, Fourth Conference on Context Awareness for Proactive Systems (CAPS), 
May 2011

5. Markus  Reschke,  Sebastian  Schwarzl,  Johannes  Starosta,  Stephan Sigg,  Michael  Beigl:  Context 
awareness  through  the  RF-channel,  Proceedings  of  the  second  Workshop  on  Context-Systems 
Design,  Evaluation  and  Optimisation  (CoSDEO)  in  conjunction  with  the  24th  International 
Conference on Architecture of  Computing Systems (ARCS), February 2011

Vector-based representation of contexts and in-network processing

Complementary to this line of thought also alternative representations of situational context which are well  
suited in order to allow the aggregation of partial representations of context classifications in arbitrary order 
have been considered.

A vector based representation of context was proposed in which the rotation of a vector represents the current 
measurement value. Distinct types (e.g. light intensity, humidity, temperature) are represented by multiples  
of unique rotations of a vector. The rotations that represent distinct feature classes are required to be no 
multiple of each other and no multiple of a full rotation so that, after combining rotations of distinct vectors,  
the  resulting  rotation  still  uniquely  represents  a  valid  and  unique  representation  of  the  combined 
measurements.

This representation already enables a distributed aggregation of measurements in a network. The order in  
which rotations are applied can be arbitrary and combination of only a subset of vectors represents a partial  
computation that can be combined with partial computation of other parts of the network. Furthermore, we 
considered  several  approaches  to  enhance  the  computational  capabilities  of  wireless  network  nodes  by 
exploiting communication and cooperation among nodes.
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The following publications summarise the current progress:

6. Predrag  Jakimovski,  Hedda  R.  Schmidtke,  Stephan  Sigg,  Leonardo  Weiss  Ferreira  Chaves  and 
Michael Beigl: Collective Communication for Dense Sensing Environments (Invited paper: Journal  
on Ambient Intelligence and Smart Environments, submitted February 2012)

7. Stephan  Sigg,  Predrag  Jakimovski,  Florian  Becker,  Hedda  Schmidtke,  Martin  Alexander 
Neumann, Yusheng Ji and Michael Beigl: Neuron-inspired collaborative transmission in wireless  
sensor  networks,  in  Proceedings  of  the  8th  International  ICST  Conference  on  Mobile  and  
Ubiquitous Systems (MobiQuitous 2011), December 2011

8. Predrag  Jakimovski,  Florian  Becker,  Stephan  Sigg,  Hedda  R.  Schmidtke  and  Michael  Beigl: 
Collective Communication for Dense Sensing Environments, in 7th IEEE International Conference  
on Intelligent Environments (IE), July 2011 (**Best paper**)

9. Stephan  Sigg  and  Michael  Beigl.  Distributed  adaptive  expectation  aware  in-network  context  
processing. In Proceedings of the 4th ACM International workshop on Context-Awareness for Self-
Managing Systems in conjunction with UbiComp 2010, September 2010.

Building  on  this  development  currently  additional  operations  for  combining  vectors  and  the  contained 
information are considered. For instance, the length of a vector could represent a confidence value on the 
(combined) measurement which would necessitate a more advanced operation for vector combination.

Establishing of ad-hoc secure communication channels based on context

Finally, studies on the possibility to utilise context information in order to establish a secure channel among 
nodes  in  close  proximity  without  the  requirement  of  any  additional  input  data  was  considered.  We 
demonstrated  the  general  feasibility  and  addressed  several  issues  for  practical  implementation.  Most 
importantly, a solution for the accurate timing among mobile devices was proposed.

10. Ngu Nguyen, Stephan Sigg, An Huynh and Yusheng Ji: Pattern-based Alignment of Audio Data for 
Ad-hoc  Secure  Device  Pairing,  Submitted  to  the  sixteenth  annual  International  Symposium on 
Wearable Computers (ISWC 2012), (submitted January 2012)

11. Ngu Nguyen, Stephan Sigg, An Huynh and Yusheng Ji: Using ambient audio in secure mobile phone  
communication, in Proceedings of the 10th IEEE International Conference on Pervasive Computing  
and Communications (PerCom), WiP session, March 2012 (Accepted for publication)

12. Stephan Sigg and Dominik Schuermann:  Secure communication based on ambient audio, in  IEEE 
Transactions on Mobile Computing (TMC), 2012 (Accepted for publication)

13. Stephan  Sigg,  Dominik  Schuermann  and  Jusheng  Ji:  PINtext:  A  framework  for  secure  
communication based on context, in  Proceedings of the 8th International ICST Conference on  
Mobile and Ubiquitous Systems (MobiQuitous 2011), December 2011

14. Stephan Sigg: Context-based security: State of the art, open research topics and a case study , in 
Proceedings of the 5th ACM International Workshop on Context-Awareness for Self-Managing  
Systems (CASEMANS 2011), July September 2011

15. Stephan Sigg, Matthias Budde, Yusheng Ji and Michael Beigl: Entropy of audio fingerprints for  
unobtrusive  device  authentication,  in  Poster  Proceedings  of  the  7th  International  and  
Interdisciplinary Conference on Modelling and Using Context (Context2011), September 2011

The possibility to secure the inter-node communication in a mostly unobtrusive way is not considered in the 
current proposal. However, in a network of nodes that rely on communication for the computation achieved,  
we consider it critical that an adversary node is prevented from witnessing the actual computation that is 
undertaken and to further prevent it from biasing the computation by inserting false data.
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Guest researchers and internship students
Currently, I am cooperating with Nguyen Le Nguyen Ngu and An Huynh. 

An Huynh is a student at Tokyo University and responsible for implementation and programming of the 
audio fingerprinting mechanism on android mobile phones as well as the development of synchronisation 
algorithms. He has joined the project in October 2011 and is employed as a programmer by NII since 
January 2012.

Nguyen Le Nguyen Ngu is an internship student from Vietnam (University of Science, Ho Chi Minh City, 
Vietnam). He is working on the synchronisation and fingerprinting algorithms for secure device pairing 
based on ambient audio. He has arrived at NII in October 2011 and will continue to work in this project until 
the end of March 2012.

Additional information and comments

None.
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